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Gartner: 2021 Magic Quadrant for Data Center Backup 
and Recovery Solutions

Veeam is the Leader

2021 (5 years in a row): 
“Gartner Magic Quadrant 
for Data Center Backup and 
Recovery recognizes Veeam 
as a Leader.”



A Single Platform for Cloud, Virtual and Physical

Backup & Replication

Backup and replication

Monitoring and analytics

DataLabs

Orchestration

Universal Storage APIs

CloudSaaSPhysicalVirtual

Object Storage

Presenter
Presentation Notes
The Veeam Availability Platform is the complete solution to help our customers evolve the way they manage data from policy-based to behavior-based to make it smarter and self-governing, and to ensure it’s available across any application and any cloud infrastructure. It helps customers on the journey to, not only improving and modernizing their availability practice but to achieving improved data management to support better business outcomes. 
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  5 Reasons WHY
you need an Office 365 backup

Accidental
deletion

Retention policy 
confusion / gaps

Internal security 
threats 

Malicious insiders / 
departing employees

External security 
threats 

Ransomware / 
rogue apps

Legal and 
compliance 

requirements

Archived video webinar: The six reasons for Microsoft Office 365 backup
https://www.veeam.com/videos/six-reasons-office-backup-14845.html

https://www.veeam.com/videos/six-reasons-office-backup-14845.html
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  Why do I need a backup? 
Microsoft takes care of it.

Infrastructure Data

Customer perception
Microsoft takes care of everything
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Infrastructure Data

Customer reality
Microsoft takes care of the infrastructure, 
but the data remains the customer’s responsibility. 

The customer

Uptime of Office 365 Protection and long-term retention 
of Office 365 data

Why do I need a backup? 
Microsoft takes care of it.

Customer perception
Microsoft takes care of everything
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most SaaS 
providers don’t.

Sources: Forrester Research, Back Up Your SaaS Data – Because Most SaaS Providers Don’t, 2018

"There's an assumption that if the data is 
in SaaS, it's automatically backed up, but 
that's not the case. Just because it's in 
the cloud doesn't mean that you don't 

have to back it up. You are still 
responsible for protecting the data, 

making it recoverable and archiving it, 
especially email."

Enterprise Strategy Group



Presenter
Presentation Notes
Even from the Office 365 website the message is clear:
With Office 365, it’s your data. You own it and you control it
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  Hacking News on 2020
Microsoft Office 365 Users Targeted By a New Phishing Campaign Using 
Fake Zoom Notifications 

• The phishing messages spoof an official 
Zoom email address and are intended to 
imitate a real automated Zoom notification.

• As soon as the users click the "Activate 
Account" button, they are redirected to a 
fake Microsoft login page through 'an 
intermediary hijacked site’.

• On the phishing landing page, they are 
asked to include their Outlook credentials in 
a form intended to exfiltrate their account 
subtleties to attacked controlled servers.

https://www.ehackingnews.com/2020/07/microsoft-office-365-users-targeted-by.html

https://www.ehackingnews.com/2020/07/microsoft-office-365-users-targeted-by.html









Q. For your most recent ransomware incident, which of the following occurred?

Q. For your most recent ransomware incident, which of the of following occurred?

IDC #EUR148149921 (August 2021)
Source: IDC's Future of Enterprise Resilience Wave 6 Survey, 2021, Internal, July 1-15, 2021 (n = 430)

What Role do Backup Technologies Play in Organizations' Recovery From 
Ransomware Attacks?
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Protect your Office 365 data 
from accidental deletion, security threats and retention policy gaps

Veeam Backup for Microsoft Office 365

Quickly restore individual Office 365 items and files 
with industry-leading recovery flexibility

Meet legal and compliance requirements 
with efficient eDiscovery of Office 365 backup data

Veeam Backup for Microsoft Office 365 eliminates the risk of losing access to your Office 365 data 
including Exchange Online, SharePoint Online, OneDrive for Business and Microsoft Teams. 

Securely backup to any location including on-premises or cost-effective cloud object storage and:



Planning your
Office 365 Backup
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There are three core components of this solution — backup server, backup proxy and backup repository. 

Backup Server
The backup server is the central 

configuration and control component. It is 
responsible for setting up and managing 
other components, job scheduling, tasks 

coordination and more.

Backup Proxy
The backup proxy is the workhorse 

behind the scenes which conducts all the 
read and write activities. It provides an 

optimal route for backup traffic and 
enables data transfers to happen 

efficiently. 

Backup Repository
The backup repository is the location 

where Office 365 data is stored. It uses 
a database format (JET DB) that is 

directly mounted to the proxy for local 
repositories.

Infrastructure components

Presenter
Presentation Notes
The VBO server can be installed on a physical or virtual machine. Supported operating systems are Windows 7 SP1, Windows 8.x, Windows 10, Windows 2008 R2 SP1 and later. Only 64-bit versions are supported. The server includes access to Console UI, RESTful API and PowerShell. 

When performing restores, the VBO proxy reads data from the VBO repository and writes directly to the pertinent instance, which will either be online or on-premises. It also applies to scenarios where tenants’ organizations are part of a hybrid deployment or simply are standalone instances.

Repositories can also store backup images and important metadata used during backup and recovery operations. Backup repositories are supported on the following types of storage: Directly attached storage (DAS), SAN, SMB (Server Message Block 3.0 and higher) Experimental and object storage. 
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Infrastructure Planning
Typically, the size of an environment dictates the deployment model. The size of an environment is not necessarily related 
to the number of Microsoft Office 365 users to protect. Instead, it’s based on the number of objects to protect.
The following objects are supported:

Microsoft Exchange
Primary mailboxes
Archive mailboxes
Shared mailboxes
Public folders
Resources mailboxes

Microsoft
SharePoint
Collaboration sites
Communication sites
Personal sites

Microsoft
OneDrive for 
Business
OneDrive for Business 
accounts

Microsoft Teams
Teams groups 
Teams channels 
Teams posts
Teams chats
Teams files
Teams tabs

Presenter
Presentation Notes
General Sizing Guidelines

Microsoft 365 native tools by default provide limited information to help make detailed calculations. In the case of Exchange Online, it is recommended that users retrieve information directly from the Microsoft 365 administrative portal in the Reports and Usage sections, particularly the current storage used and the storage trends sections. In the case of Exchange on-premises, the PowerShell commands provide more flexibility. 
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Deployment options
Your Veeam Backup for Microsoft Office 365 deployment can run in on-premises, private and public cloud environments. 
The prerequisites and how these components work for each environment are very similar. 

On-premises 
deployments

Public cloud 
deployments

Presenter
Presentation Notes
On-premises deployments
For customers who want to have a terrestrial backup copy of Office 365 data, an on-premises deployment is the best option because it has the ability to easily scale out from simple to advanced installations. 

Azure and AWS deployments
In the case of Microsoft Azure, there is a certified and�pre-installed application available in the Azure Marketplace. Azure Marketplace requires the customer to enter the details of the Office 365 tenants. Likewise, in the case of Amazon AWS, the VBO application is certified and available from�the AWS Marketplace. It can also be deployed from the IBM Cloud.

Service providers deployments
Veeam Backup for Microsoft Office 365 is employed by service providers who offer BaaS for Microsoft 365 data to their customers. The infrastructure�is flexible and can be leveraged for “exclusive” access to single tenants and in “shared mode”.

Public cloud providers
Veeam Backup for Microsoft Office 365 allows the deployment on other preferred cloud providers, including S3-Compatible. This is the benefit of the software-defined approach over a SaaS instance. In fact, Veeam Backup for Microsoft Office 365 can virtually run from any cloud. 
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Veeam Backup for Microsoft Office 365 support a variety of different storage options. Backup 
repositories are supported on the following types of storage:

Supported storage

DAS 
(Directly attached storage)

Object 
storage

NAS
SMB (Server Message Block 3.0 and higher)

SAN 
(Storage area network)

Presenter
Presentation Notes
Object storage
For organizations that have a cloud first strategy, Veeam supports Object storage. These include Microsoft Azure Blob Storage, AWS S3, IBM cloud, and any supported S3 compatible provider such as Wasabi.

DAS
Directly attached storage (DAS) is supported, which includes DAS, USB/external serial advanced technology attachments (eSATA) and raw device mapping (RDM).
MOST EFFICIENT


SAN
The server and proxy can be connected to the storage area network (SAN) fabric via hardware, a virtual host bus adapter (HBA) or software internet small computer system (iSCSI) initiators. This provides direct access to the repository. For simple deployments, the SAN is presented to the server. 
MINDFUL OF NETWORK CONNECTIONS

SMB
SMB: (Server Message Block 3.0 and higher) Experimental is supported. Since the server and the VBO proxy run under a local system account, the VBO server’s computer account must have the corresponding permissions on the network share. Windows 7 SP1 and Windows 2008 R2 SP1 do not support SMB (3.0) shares.
NOT RECOMMENDED REALLY UNLESS YOU HAVE TO




How to Backup and Restore 
M365 objects with Veeam
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Creating a backup job
Creating a backup job

Creating a backup job in Veeam Backup for 
Microsoft Office 365 is an easy, wizard-driven 
process.
There are 6 steps you will need to follow
for the backup job setup:

1. Launch the New Backup Job wizard
2. Specify a backup job name
3. Select objects to back up
4. Select objects to exclude
5. Specify a backup proxy and repository
6. Specify scheduling options
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Veeam Explorers
Veeam Explorers for Microsoft Exchange, Microsoft SharePoint, OneDrive for Business and Teams are designed to 
search and recover data between online, on-premises and hybrid Office 365 deployments.
There are 40 total restore options available. 

Veeam Explorer 
for Microsoft Exchange

To explore and recover 
Microsoft Exchange mailboxes, 

folders, messages, tasks, 
contacts and items.

Veeam Explorer 
for Microsoft SharePoint

To explore and recover 
Microsoft SharePoint sites, 

libraries and items.

Veeam Explorer 
for Microsoft OneDrive

for Business

To explore and recover 
Microsoft OneDrive for 

Business items and folders.

Veeam Explorer 
for Microsoft Teams

To explore and recover 
Microsoft Teams teams, 

channels, tabs, posts and files.

Veeam Explorers assist the architecture with the following tasks and use cases:

• In-place and out-of-place restores
• Browse content
• Search for content

Presenter
Presentation Notes
In-place and out-of-place restores: By default, these restores provide the capability to recover data to the original location. This is known as an in-place restore. Where required, the ability to perform restores to a diﬀerent location is also supported. In this case, it performs an out-of-place restore.

Browse content: Once Office 365 organization data (both online and on-premises) is stored in a repository, the Veeam Explorer component directly reads these backup files to present the entire content in a hierarchical format. For each object, the built-in browsers oﬀer a context-sensitive option to send, restore and export. 

Search for content: The Veeam Explorer components include an “Advanced Find” capability to perform sophisticated eDiscovery searches by using diﬀerent criteria based on data and metadata. The table below shows the current field groups. Searches can include multiple criteria. 

https://www.veeam.com/restore-office365-backup-guide_wp.pdf
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How to restore 1-2-3
There are 3 major steps for restoring Office 365 data with Veeam. In this example we’ll show how 
to restore data of a Teams file.

1. Launch the Restore wizard and select 
restore scope

2. Choose whether you want to use modern 
or basic authentication.

3. Authenticate into your Microsoft Office 365 
organization.
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Key Difference Makers
There are some key benefits that Veeam Backup for Microsoft Office 365 can provide over other 
vendors. Many backup vendors do not offer the flexibility or functionality necessary to tailor data 
protection to specific business needs.

Complete Flexibility

Maintain ownership of data by choosing 
any infrastructure that fits your business 
need and change it whenever required 
with support for nearly any cloud
or hardware platform.

Customizable Backup
No Vendor Lock-in

Maintain control by delivering the 
appropriate level of protection to 
different users according to the business 
value of their data.

Many Recovery Options

Minimize business downtime by 
recovering data in the way that makes 
the most sense, no matter the kind
of data loss.
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Licensing

Presenter
Presentation Notes
#MASTER DECK INFO: <Information about this slide>
#VERSION: 2019/07/30  
#EDITS: <What’s changed>
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  Subscription per user

Production 24/7 Support included

Veeam Backup for 
Microsoft Office 365

Support for…
Exchange Online and 

on-premises Exchange
SharePoint Online and 
on-premise SharePoint
OneDrive for Business
Teams for Business

…included in one solution.

Presenter
Presentation Notes
#MASTER DECK INFO: <Information about this slide>
#VERSION: 2019/07/30  
#EDITS: <What’s changed>




Kathy Wong
Territory Manager | Veeam
Kathy.wong@veeam.com
+852 559 88761

Sales & Technical Inquiry

Sr. Systems Engineer | Veeam
chris.tong@veeam.com

Chris Tong

Contact Us and get a FREE 30-day trial
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