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Agenda .

* What’s happening now?

* How a Typical Attack works? What can we do?

e Step 1 (On-the-Fly): Cloud-based Email Hygiene for Microsoft 365

 Step 2 (Landing): More than a NGAV: Endpoint Detection & Response (EDR)
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What’s happening now




Year 2021 First Half — Global Cyberattack Trends
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Ransomware Continues its Record-Shattering Run

/
RANSOMWARE GROWTH BY QUARTER
200M
180M Even if we don't record a single
com ransomware attempt in the

entire second half (which is
140M irrationally optimistic), 2021 will
already go down as the

120M
worst year for ransomware
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Dafa wor,d Q2 2021 was the worst quarter for ransomware since Sonic\Wall began keeping records —and it isn't even close.
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Ransomware Continues its Record-Shattering Run

GLOBAL RANSOMWARE VOLUME
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The month-by-month ransomware data gives a much more nuanced view.
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What is Ransomware-as-a-Service

 Ransomware as a Service (RaaS) is
a business model used by ﬁ% : web
ransomware developers, in which IICe Do
they lease ransomware variants in
the same way that legitimate

o
Hosting/Exploit

i Updates

Link -
software developers |lease SaaS o [ = :EE:'”’::@—»
products. A =@

Developer Exploit Code Affiliate T
* May include 24/7 support, bundled P S e L
offers, user reviews, forums and
other features identical to those ! 0
offered by legitimate SaaS = ol L8 |
P roviders  Momey
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Ransomware as a Service statistics
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* RaaS is not all that new and has been making headlines since 2016.

 While some RaaS can be acquired fairly inexpensively, some require large
deposits.

* That said, kits can be purchased for as low as $175.

 Affiliate payment rates vary greatly but affiliates usually take the larger
share.

* For example, the affiliate cut with Netwalker is up to 80 percent. DarkSide
administrators take up to 25 per cent for attacks generating under $500,000
and 10 percent for ransoms above S5 million.
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How a Typical Attack Launch?




How a Typical Attack Launch?

Prepares
Initial Attack Vector

< @ @

/Y | Additional

[ Malspam } 7 Malware Ransomware

RDP
Citrix

s ish
pearptt ’ dropped dropped
Waterhole ’
Exploit Kit
vy 7 \J Y
\
_
Ll L — % €3
O Movement )
— Maximizes damage by a
User clicks on link encrypting as much data
Infection of first device as possible
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What can we do?




On-the-Fly Tackling Strategy:
Cloud-based Email Hygiene for
Microsoft 365 / G-Suite




Embrace Cloud Applications Without Fear

=" Microsoft 365
g PEE e

Qe

API Integration Q

B
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Gateway - Log Collection
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6 o App Control

a SonicWall Cloud

App Security
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Policy Enforcement .
Direct Access

----------------



Click-Time Protection on Incoming Email Links

How does it work?

e Work based on URL "rewrites” Configure Click-Time Protection

e Every link within incoming
emails is replaced with a CAS

URL

e All Inbound, outbound or

internal emails

» Test site before redirecting the

Click-Time Protection workflow: Prevent access to the malicious URL. User cannot proceed.

S O N I CWA L Lh Do nothing |

Prevent access to the malicious URL. User cannot proceed.

Prevent access to the malicious URL. User has option to proceed.

Click-Time Protection
Click-Time Protection

user once verified as harmless

The website
has been

blocked
O
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The web site you are trying to access
was found to contain malicious/
deceptive content.
Your organization has deployed a security service which protects
users from visiting harmiful content such as rr web pages

(containing viruses for axample), phishing pages (trying to steal
your credentials) and more.

If you still wish to visit the blocked page: << CLICK HERE »>
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Advanced Malicious Mail Control

e Malicious Attachment

* Phishing Mail

e Malware

e Spam Mail
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$43 33

POLICY

v Advanced
Malicious attachment workflow:
Quarantine. User is alerted and allowed to restore the email

Phishing workflow:

User receives the email with a warning
Suspicious phishing workflow:
User receives the email with a warning

Suspicious malware workflow:

Do nothing

Spam workflow:

Do nothing
Do nothing
Add [Spam] to subject
| Quarantine. User is alerted and allowed to restore the email

Quarantine. User is not alerted (admin can restore)
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Comprehensive Protection For Office 365 and G-Suite

. Getcloowerful antiaohishing, attachment
sandboxing and advanced URL protection

e Scan inbound, outbound and internal email in
Exchange Online and Gmail

* Prevent confidential file uploads and
unauthorized sharing on OneDrive and
Google Drive

* Protect against account takeovers (ATO),
insider threats, compromised credentials

MTA
=
Data World
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Without “Cloud App Security”

Exchange Online Advanced Threat
Protection (EOP) Protection (ATP)

@ 1in 10 reach the inbox KQ'\

48% of 11% of
Phishing Phishing
attacks attacks
blocked bypass both

by ATP EOP +ATP
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With “Cloud App Security”

CAS catches what MS and Others miss

SYLKin Attack MetaMorph QReep
Inbound : -
Pre-inbox Analysis
Outbound y
Internal

<]

4 II\
g J

EOP ATP

Post Delivery

CAS inline protection Analysis
Hackers cannot see CAS’ defensive layers
Two leading Real-time threat  Multiple anomaly Multiple
threat emulation  feed and URL and machine Sandboxing
API Event Analysis for all engines analysis tools learning engines. engines
messages, including those Manual false-positive and
dropped by ATP > campaign analysis
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Comprehensive Protection For Office 365 and G-Suite
..

* Get powerful antiaohishing, attachment
sandboxing and advanced URL protection

e Scan inbound, outbound and internal email in
Exchange Online and Gmail

* Prevent confidential file uploads and
unauthorized sharing on OneDrive and
Google Drive

* Protect against account takeovers (ATO),
insider threats, compromised credentials

é" Anti Phishing
5
Q
Q
ﬁ Zero Day Malware
>
F-
2 Data Security (DLP)
o
a
T £ Account Takeover
PP o Protection
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Secure Your Sanctioned Saa$S Apps

€ SorcWall Cloud App Secunity o +

W hifg soniowalkloudsec.com/new. htmi# fsecunty-oventsTpagination= ey WY WAL ZIEZS IEM A m Sy ZGVyalW Snli p TSwic G EnZ SIEM XT3 D

= Get granular visibility and
control through native API
integrations

= |[dentify compromised accounts
using machine learning

= Set consistent data security
policies across sanctioned
applications

" Protect SaaS environments
against ransomware and zero-
day malware

Security events
Y MALWARE - 51% remedaned o @ PHISHING - 50% remecianes o B SHADDW IT - 0% appeove o P oLF - T remeda
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Discover Shadow It

= Automate cloud discovery when
deployed with SonicWall firewalls

= Monitor cloud usage in real time
with an intuitive dashboard view

= Set policies to block unsanctioned -
applications based on risk score SonicWall Cloud Discovery and
App Security Visibility

App Control Log Collection
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On-premises

Data World Off-premises (VPN)
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Key Takeaways

e Out-of-band, API-Mode Integration = Most ease way to implement

e Basic: Anti-Spam, Anti-Virus, Anti-phishing

e Advanced: Attachment file sandboxing and URL Sandboxing protection

e Value-added features: DLP, Shadow IT Discovery

N Juun

Data World
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Landing Tackling Strategy:
More than a NGAV: Endpoint
Detection & Response (EDR)




The Progression of Endpoint Security

AV

Antivirus

» Antivirus software
uses a database of known
‘signatures’ to detect
computer viruses.

NGAV

Next Generation
Antivirus

» NGAV includes more
advanced features

- such as no weekly
updates - to close the
‘gaps’ in AV.

EPP

Endpoint
Protection

» Endpoint Protection
provides holistic
protection on any internet-
capable device on a
network.

'NGEP

Next Generation
Endpoint Protection

» NGEP combines
advnaced features
including behaviour-
based detection, machine
learning and Al to combat
malware. It is a system

of security tools, always
learning.

The Progression of Endpoint Security

Endpoint Detection
& Response

» Endpoint Detection &
Response (EDR)

detects and contains
security incidents; and
remediates endpoints to
a pre-infection state.

NEerrrr
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So, What is EDR?

* Endpoint Detection and Response (EDR) is a new form of cyber security technology
that helps continuously monitor, prevent, detect, and respond to ever-changing cyber threats and
recover quickly when ransomware or other exploits strike. If a attack does occur and is successful
remediation and rollback features help reverse the effects of an attack and recover devices to their pre-
attack healthy state significantly reducing business downtime.

IDENTIFY PROTECT DETECT RESPOND RECOVER

Endpoint Detection & Response (EDR)

Data World
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Sentinelone Endpoint Protection Platform

Partnering to bring best-of-breed protection

EXECUTABLES

FILELESS MALWARE

Pre-Execution Static Al

MALICIOUS DOCUMENTS engines

Replaces traditional
BROWSER EXPLOITS

signatures
Obviates recurring scans
LIVE SCRIPTS
Device Control
CREDENTIALSTEALERS Vulnerability Intelligence

EPP+EDR

On-Execution Behavioral Al
Engines

Vector-agnostic
Track all processes
Detect malicious activities

Respond at machine speed

Post-Execution Automated
EDR

Auto-mitigate threats
Isolate & Rollback

Storyline-based Threat
Hunting

Custom Rules

APPROVED
CORPORATE

ENDPOINT
PROTECTION

Gartner

peerinsights..

N

&

TEST 4

av-test.org £

SPPCCC
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MITRE | @

ATT&CK.

100

VIRUS
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SonicWall Capture Client
Best of Both Worlds: SentinelOne NGAV + SonicWall Platform

i) sentinelOne:

BETTER NGAV

High-accuracy Protection

Endpoint Remediation and Rollback
Best-in-Class for MacBooks
Application Vulnerability Intelligence
Deep Visibility

Remote Shell

SYNERGIZES WITH SONICWALL TECHNOLOGY
Unified Management and Reporting

Capture ATP Integration

DPI-SSL Certificate Management

Firewall Enforcement

Content Filtering

SONICWALL

SPPCCC 27

Data World
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Unified Client

NGAYV, Content Filtering and Device Control

* Light-weight NGAV with no DAT
files, only real-time Al-based
threat prevention

* Protecting from exposure with
e web content filtering

 application vulnerability
intelligence, and

* removable device control

* One client, one management
console - simplify operations!

N Juun

vrrrr
FrErrr
AFFrrr

Data World
Your Value - added Distributor

0 WEB SITE BLOCKED BY SONICWALL CAPTURE CLIENT

Access to this web site was blocked by SonicWall Capture Client.

URL
http: fAwww.unblock-fb.com/

Block Reason
Forbidden (Hacking/Proxy Avoidance Systems)

If you believe the above web site is rated incorrectly click here.

Rule Name

Interface usB

Action O Allow @ Block

Criterion (Select criterion)

(Select criterion)

Class
Vendor ID

Product ID



Endpoint Detection & Response

Attack storyline and automated response

* Visually analyze threat execution
with event statistics, IOCs and
detailed intelligence

* |solate potentially compromised
endpoints and avoid lateral
infections

* Rollback compromised endpoints
and avoid paying a ransom

SPPrCC
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SONICWALL

@ & ucdev.eng.sonicwall.com

Capture Client Management Tenant: Engineering Test

EpicGamesLauncher.exe

® # ucdev.eng.sonicwall.com

Capture Client Management  [REEUSEIEE g Test
THREAT DETAILS
(0] & ucdev.eng.sonicwall.com

Capture Client Management
THREAT DETAILS
(0]
Capture Client Management  REELESFIERIERES
THREAT DETAILS
®

Capture Client Management

~ ATTACK STORYLINE

View Process or File: [Process 4]: FortniteLauncher.exe

UnrealCEfSubProcess.exe

FortniteLauncher.exe

FortniteClientWing4...

I /@H

EBEDaisy.sy;

\

a BEDajsy.sy,
FortniteCli {r‘! s
N\

( Advanced View @Processes @Executable Files @System Files @Other Files

» RAW DATA REPORT

© Copyright 2018 SonicWall, All Rights Reserved.

P
9 dtelehowski @sonicwall.com ~
[ul =)
9 dtelehowski @sonicwall. com
A
9 dtelehowski@sonicw:
u}

AUTH_PASSWORD=c1eed34e6ad64baaBf2a45aaBcf52bc9 -
AUTH_TYPE: pi i =

Created at: 5/16/2018 11:53:56 PM

Path:
\Device\HarddiskVolume 1\Program Files\Epic

ize: 0
Verific:

Signed and verified

& SHA1: e56989258d2d234ef7f99f106532830f4 1b8aacd

3
2
@

Processes (1 event)

_—

Copyright © 2022 Data World Computer & Communication Ltd. All rights reserved.



Network Control

* Provide Firewall rules to the
endpoint in order to function no
matter where it is.

* Configurable network quarantine
rules for advanced remediation
and response

* Define location-specific rules —
on-network, off-network, wired
vs wireless etc.

SPPrCC

Data World
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Rule Values

Block Bad IPs

OS Type Windows
Action  Allow
Scope  Global

Rule parameters
Tip! You can press tab to move to the next parameter

Protocol

Application Any

Direction Any

Local host Any

New Location

Define one or more parameters for this location

An endpoint is in this location if: At least one parameter is true Change

General Location name
IP Address Description
DNS Server

An endpoint is in this location if:

DNS Resolution @ At least one parameter is true
() All parameters are true

Network Interface
C) No defined parameters are true

SentinelOne Connection




Deep Visibility Threat Hunting s

Advanced Event Queries

* Know the Unknown with Capture P e
. e o o e Recent Queries Suspicious data compression
Client’s Deep Visibility

e Easily find “related” 10Cs using

Remowval of indicators on Host

Allow SMB and RDP on Defender Firewall

Storyline-based hunting e Poursne
e Easy to use query interface with Signed Binary Proxy Exccfon: miht
numerous tooltips and auto-
complete
. ADVANCED SETTINGS
* Out of the box queries to get you
sta rted Agent Configuration Manage Settings
e Customize what data to collect for
Hunting Deep Visibility @)
& rrocess D File o N
(P DNS o N Browser Extensions
(D Registry Keys (D Scheduled Tasks D Login
(D Behavioral Indicators () Command Scripts (D Full Disk Scan
Data World (D Cross Process (P Data Masking

Your Value - added Distributor



Granular and scalable policy management

Threat Protection

X / POLICIES / THREAT PROTECTION

Last Update: 11.10.2021 12:14:40

POLICY MODE OPTIONS
Detect Protect Capture ATP
Alert Only Remediate Auto Mitigate
Threats O @
Suspicious O O @

Manage Settings

ENGINE SETTINGS

Reputation Intrusion Detection
Documents, Scripts Static Al

Lateral Movement Static Al - Suspicious

O000

Anti Exploitation / Fileless Behavioral Al - Executables

O00O0

Potentially Unwanted
Applications

© Copyright 2021 SonicWall. All Rights Reserved.
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PROTECTION & CONTAINMENT OPTIONS

Protection Level

Kill & Quarantine Remediate

Disconnect from network O

ADVANCED SETTINGS

Agent Configuration Manage Settings

Deep Visibility (8 )

O Process O File
() ons (),
O Registry Keys O Scheduled Tasks

O Behavioral Indicators O Command Scripts

O Cross Process O Data Masking

Update Copyto (]  Inheritance

0O
Rollback
() URL
D Browser Extensions
O Login

(") Full Disk Scan

Cafe®

“Quickstart” with
default - Best
Practice

e Customize for
Groups

* Leverage
Inheritance to scale
across groups and
tenants — MSSPs &
Large Enterprises

Copyright © 2022 Data World Computer & Communication Ltd. All rights reserved.



Integrated Security with the SonicWall Platform

SONICWALL CAPTURE SECURITY CENTER

SINGLE PANE OF GLASS

MANAGEMENT & REPORTING

NETWORK+ENDPOINT ANALYTICS

Firewall Endpoint Synergy

Capture Client Enforcement
DPI-SSL Enforcement
User & Device Telemetry Sharing
Block on Network; Notify on Endpoint

SonicWall Firewalls
72, NSA, NSv

SonicWall Capture Client
Advanced Threat Prevention, Firewall Synergy and
Endpoint Detection & Response

Data World
YOU r Va , ue - addea D'Stn DUtor Copyright © 2022 Data World Computer & Communication Ltd. All rights reserved.



Key Takeaways

e Know the Unknown: Protect everything that AV missed

e Unified visibility and control: Hunt for Hidden Threats

Q Saving Time on Mitigation: Start with Best Practice, supporting auto-remediation

Q Value-added features: Firewall-Endpoint Synergy

NEerrrr
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Essential Remote Working
Technology




Integrated Security with the SonicWall Platform

Integrated End Point Control Secure Access Gateway

OPSWAT.

Included

Bm Microsoft
Intune

= E

Desktop  Mobile Client-less

client client web access
NPT

| o o i
FrErcr
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Integrated Cloud Services

—————

’ \
/ euny \

- ! csc @ beell
[} * ‘s\ ] \\
! ‘I N a‘ \
! ‘@ Capture \ ,/ \l

b/ D CMS on AWS, |
\ /N Azure ’

L d
--------------------------------------------

SonicWall Sandbox SMA Management Systems

SMA 6210/7210  SMA 8200v el A e

\
/ ’
Lo~ N Lem=~t \‘
- ! ! ‘
=-~q Lk N
| S i S\
' /
/ =\

=q o

SMA 210/ 410

SMA 500v - \ - A
. ,
[ Y £
\ I\ Azure \ BpUle SAML !/
Physical and virtual form SN-I;;;-I;;-b-Ii::-;I-;;;; ““““;\;I;;\ """

factors or cloud instances
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Firewall - NAC Solution,
Coworking Synergy




Firewall — NAC Solution Coworking Synergy @)=

Agent / Agentless

Network Access Control Network Firewall

CGXACCESS | Easy NAC CGXACCESS | Easy NAC
O TN Iy
( }
|
[ (o= [ ! s
I *
! | A
I L v - Physical / Virtual Firewall
. ! , - L .
Desktop  Mobile : Rogue | €--- - Appliances
client client 1 Laptop :
: client 1

CGXACCESS | Easy NAC

Data World
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THANK YOU

Better Endpoint Security
Better Email Hygiene

For Enquiry, please contact
Tel: (852) 2565 8733
Email: marketing@dataworld.com.hk




DATAWORLD COMPUTER & COMMUNICATION LIMITED

Hong Kong Headquarter

Address: |18/F, Manhattan Centre, 8 Kwai Cheong Road, Kwai Chung, Hong Kong
(i) General Enquiry: (852) 2565 7868 {7} Sales Enquiry: (852) 2565 8733

L2 Technical Support: (852) 2187 2267 HK | (853) 6545 2363 Macau

Fax: (852) 2590 7849

Email: marketing@dataworld.com.hk

Website: https://dwcc.dataworld.com.hk/
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