
Redefining Email Security

HKCSS x Green Radar NGO Webinar
How to detect and protect organization from phishing attack effectively 

網絡釣魚電郵之防範及保安應對工作坊

Date: 20 July 2022 (Wednesday)

July 2022



Table of Content

01

02

What is phishing ? How bad is it? Why NGO needs email security protection? 
Advice from HKCERT and HK Police

03

Phishing attacks commonly seen in HK NGO environment
Common Attack Samples

Technology available in the market to protect your organization from phishing attack

grMail + grAssessment

04 Who are we? Reference of existing Green Radar customers
Green Radar Company Background 



Confidential

Phishing – Major Security Incident in 2021

Full article on HKCERT website

https://www.hkcert.org/press-centre/cyber-attacks-become-more-complex-and-diversified-phishing-attacks-reach-new-high-hkcert-calls-on-public-to-raise-awareness-of-information-security
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Source: hket

Advice from Hong Kong 
Productivity Council 
(HKPC)

https://isolate.greenradar.com/https:/inews.hket.com/article/3069690/%E3%80%90%E7%B6%B2%E7%B5%A1%E5%AE%89%E5%85%A8%E3%80%91%E4%BC%81%E6%A5%AD%E7%B6%B2%E7%B5%A1%E4%BF%9D%E5%AE%89%E6%BA%96%E5%82%99%E6%8C%87%E6%95%B8%E5%BE%AE%E5%8D%872.7%E3%80%80%E4%B8%AD%E5%B0%8F%E4%BC%81%E7%B6%B2%E7%B5%A1%E4%BF%9D%E5%AE%89%E6%84%8F%E8%AD%98%E5%A2%9E
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Source: Topick

https://topick.hket.com/article/2970973/%E3%80%90%E9%9B%BB%E9%83%B5%E9%A8%99%E6%A1%88%E3%80%91%E8%AD%A6%E6%96%B9%E9%87%A3%E9%AD%9A%E9%9B%BB%E9%83%B5%E6%BC%94%E7%BF%927%E6%88%90%E4%BC%81%E6%A5%AD%E6%9C%89%E5%93%A1%E5%B7%A5%E4%B8%AD%E6%8B%9B%E3%80%80%E4%BB%8A%E5%B9%B4%E9%A6%96%E5%AD%A3%E9%8C%84145%E5%AE%97%E6%90%8D4.8%E5%84%84%E5%85%83%E6%BB%AC%E5%85%AC%E5%8F%B8%E5%A4%B17,600%E8%90%AC%E5%85%83


Common Attack Samples
Phishing attacks commonly seen in HK NGO environment
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Typical Scenarios of Phishing - Impersonation

Attack Category

Identity 
Deception 

Attack

8% 
Compromised Account

33% 
Display Name Deception (Individual)

45% 
Display Name Deception (Brand)

14% 
Look-alike Domain

From: LinkedIn <noreply@1inkedin.com>
To: TM Chan <taiman.chan@abcNGO.com>
Subject: Diana 在一則貼文標記了你! 按此登入以查看。

From: CEO – David TM Chan <CEO@abcNGO.com>
To: Richard C Lee <CFO@abcNGO.com>
Subject: Follow Up on Invoice Payment

From: Purchasing - Roy Lim <rlim@abcNGO.com>
To: Finance - Cherry Ho <cho@abcNGO.com>
Subject: 付款通知 - PO 382313

From: Pay-Me <payme-hsbc@gmail.com>
To: TM Chan <taiman.chan@AbcNGO.com>
Subject: 您的PayMe賬戶收到一筆款項！請盡快按此收款
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Common Case Scenario:
• Hacker used any excuse and asked staff to click the phishing URL. 

• Victim being directed to a phishing website and asked to enter 
his/her company email address and password.

• Hacker took over (compromised) victim’s company email account.

• Internal: leverage the stolen account to send malicious emails 
(e.g., phishing, ransomware) to infect other colleagues.

• External: study the email communication of the compromised 
account and send phishing emails to other NGOs. 

• Related NGOs would be the next victim especially if they set the 
compromised NGO as “Trusted Sender” unless they have email 
security protection for Advanced Phishing protection.

• Potential Consequences: 

• Damage on Reputation, 

• Financial Loss 

• Company Privacy / Confidential Data Loss…

Phishing Example – Fake Microsoft Warning
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Phishing Example – Hacker trying to steal staff’s Microsoft Login Password
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No Zero-Day Malware detection
• Traditional anti-virus engine cannot detect 

Zero-Day Malware. Free mailbox service 
doesn’t include advanced protection like 
Sandboxing for free.

Inefficient URL analysis
• Zero-Day phishing URL cannot be blocked by 

traditional anti-spam engine.

Targeted phishing
• Pretend from a trusted source 

• (e.g., your NGO domain/staff/ Other NGO Partner)

• May not have malware/phishing link 
• (e.g., VIP spoofing)

Security Challenges
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Follow Green Radar Social Media Page for Latest Attack Update

Scan here for 
Green Radar

Scan here for 
Green Radar 



Total Solution: grMail + grAssessment
Technology available in the Market
to protect your organization from phishing attack
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Continuous email security improvement with two key solutions

Green Radar offers comprehensive 
email protection via our proprietary 
aidar™ technology that is delivered and 
managed by a team of security experts 
in our dedicated Security Operations 
Center in Hong Kong and Singapore. We 
are working around the clock to 
dynamically scan and remove threats on 
every email before it reaches your inbox.

THREATS DETECTION USER COLLABORATION

grAssessment is a program to support 
our customers to improve cybersecurity 
awareness and practices by conducting 
customized phishing assessment 
campaigns. It reassurances customers 
with a peace of mind that their 
workforce has a heightened sense of 
awareness to help protect their 
organizations from phishing attacks.
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Phishing is a major Cyberattack incident in HK according to HKCERT

Green Radar grMail is one of the popular solution to protect staff from Phishing Attacks.

Protect you from
Hyperlink attack (direct employee to phishing website)

Attachment attack (virus/zero-day ransomware)

Advanced phishing (e.g., Attack pretending to be sent from someone@abcNGO.org.hk / NGO partners which  
contains no phishing link/malware and hard to be detected through traditional signature-based technology, e.g., AV/AS)

Operation-wise
• User friendly: SOC Managed service reduces NGO IT admin workload

• Support Service : 7x24 Local Response (available in Cantonese/ English)

Block malicious emails before they reach your staff’s inbox

mailto:someone@abcNGO.org.hk
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grMail Professional

All except “Link 
Isolation”

grMail Advanced

“grMail Professional” 
plus:

▪ Link isolation 
(protect staff from attack 
via online document, e.g., 
SharePoint / OneDrive) 
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Link Isolation – Classify website and protect staff from clicking through phishing website

Low Risk Website

Cautious Website

Phishing Website



Confidential 17

Link Isolation – Malware-free Document Viewing e.g., SharePoint, One Drive, Google Drive, etc.

Support PDF conversion 

(100% malware-free 

Safe Download)  & 

Original Download

Many cyberattacks are disguised as ordinary online documents e.g., CV / quotation / invoice to trap staff

Example: Potentially 
harmful online CV 
targeting HR department.
Isolation technology 
removes malicious 
elements in the document 
and ensure safe browsing  



Green Radar & Microsoft 365 / Google
What protection we can add on top of your existing Microsoft / Google mailbox
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brings additional protection on top of your Microsoft /Google inbox

Functions Microsoft Mailbox 
EOP
(Free and Common)

Microsoft
Defender  
Plan 1 OR 2
(additional $$)

Google Mailbox 
Default Setting

Green Radar grMail Professional
(Popular solution among NGOs in HK)

1. Identify Known Phishing URL No Yes, Safe Link feature 
(Static URL checking).

Move to Junk Box. 
No quarantine. 

Yes. 
Uses Sandboxing Approach to analyze Dynamic
behavior of the URL (URL Sandboxing)

2. Identify Zero Day Phishing URL No No. Static URL 
checking cannot 
detect Zero Day 
Phishing URL

No quarantine. Yes. 
Uses Sandboxing Approach to analyze Dynamic
behavior of the URL (URL Sandboxing)

3. Identify Zero Day Malware in attachments No Yes, Safe Attachment 
feature

No quarantine. Yes.
Local Sandboxing ensures speed, performance and 
accessibility from China / Hong Kong users.

4. Prevent Domain Spoofing
Fake email sent from 
“someone@abcNGO.org.hk”

No No No quarantine. Yes. 
Provides SPF* checking at header level.  
With look alike domain AI analysis.

5. Prevent VIP Spoofing
Fake email sent from the name of management 

No No No quarantine. Yes. 
Provides VIP watchlist and SOC service for proactive VIP 
anomaly investigation.

6. Prevent BEC* attack
Pure-text scam email that contains no URL / 
attachments 

No No No quarantine. Yes. 
Provides AI Detection and Investigation for indicator of 
compromises, e.g., “reply-to inconsistency” ,in addition 
to email content / URL / attachment detection.

*SPF: Sender Policy Framework
*BEC: Business Email Compromised



grAssessment
- phishing assessment campaign to enhance user awareness
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Initialize 1st Click 2nd Click 3rd Click Result

Phishing Link

Malware 
Download Link

Malware 
Attachment

BEC

Data statistic to be collected 

Delivered to inbox Open Email Open Link / Attachment Compromised

Credential Leaked

Malware 
Downloaded

Download 
Attachment

Respond to Email

Submit Credential

Open Attachment Malware Installed
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Sample Management Report
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Real time educational video to refresh awareness

Remarks:
• Video is also available in English language
• Traditional / Simplified Chinese Subtitle available 

Green Radar: Track and collect view statistics
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Green Radar’s approach to 
Phishing Assessment Program

Managed by Certified 
Cybersecurity 
professionals

SIMULATIONS

Emulate real world 
phishing simulations 

like a hacker

TRAINING

Real-time bite-sized 
training when 
problem arises

MONITORING

Regular and 
disciplined pulse 

checks

PROFESSIONAL
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24 x 7 
Expertise 
Support

No longer challenges with grMail and grAssessment

Fully
affordable 

Expertise 
Consultancy

Proactive 
Response



Green Radar Company Background 
– wholly owned subsidiary of 

Edvance International Holdings Limited (HKEx: 1410)
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Green Radar – Hong Kong-based 
Email Security Service Provider

✓6,000 ft2 office in HK for Security Operations Center (SOC)

✓2 x data centers in HK (Local sandboxing     )

✓2 x SOCs in HK & SG

✓Provides local threat hunting & support services

✓Equip with R&D team for technology control & development

20+ 
years 

CyberSecurity
experience

No. 1 
HK 

Cybersecurity 
Distributor
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Local 
Technology

R&D 
experts

Local 
SOC

Hong Kong | Singapore

Green Radar – Unique Security-as-a-Service Vendor

Phishing

SimulationLocal 
support 

expertise
Self 

developed 
AI engine
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Green Radar SOC Team continuously providing Email Support Service to 
Top HK Enterprise and Government Departments
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Green Radar Customers (Commercial)
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Assurance to our customers

Email processing time less 

than 10s without 

attachment

SPAM capture rate 

> 99%
Awards & Recognition

▪ eZone eBrand Award 2020 –
The Best Email Security Solution

▪ PCM Biz.IT Excellence 2021 – IT
Solution Excellence

▪ APAC CIO Outlook Top 10 Cyber 
Security Companies 2021

▪ 2021 CybersecAsia Readers 
Choice Awards – Rising Star

Guarantee 99.999%
availability (we achieved 

100% uptime in the past 3 
years)



Green Radar (Hong Kong) Limited

18/F, 9 Chong Yip Street, Kwun Tong,

Kowloon, Hong Kong

T: +852 3194 2200

info@greenradar.com

www.greenradar.com

a member of Edvance International (1410.HK)

Green Radar (Singapore) Pte. Ltd.

2 Sims Close #01-11/12

Gemini@Sims Singapore 387298

T: +65 6248 0600

THANK YOU!

Reliable Protection Against Cyber Threats


