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What is DLP ([51E&ERYNE) ?

DLP makes sure that users DO NOT

save/copy/send/print/capture
sensitive or critical information

OUT of the company
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What is DLP (FGIEERIYNA) ?

* DLP = Data Loss Prevention

’0

»» Data Backup?
* Encryption?

s+ Hacker?
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Security surveys

= Insider Threats Outrank External Attacks
— 559% (Insiders) VS 45% (Outsiders)

= Insider breach should be

Malicious higher than 55%
(insiders)

External Attacks
(outsiders) = Because it is not easy to

discover insider copies
information to external
devices

Data From “IBM 2015 Cyber Security Intelligence Index” and the “IBM X-Force Threat Intelligence Quarterly - 2Q 2015.”
Source: https://securityintelligence.com/the-threat-is-coming-from-inside-the-network/
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Security surveys

= Asia companies have experienced more privacy breaches

| Top cyberattacks experienced
= 64% Respondents that

E Global mAsia

reported their organization

thft ot prsonal e ‘ e acied by
theft of personal data) 28%
cyberattacks
DOS (denial of service)
. (vs. 59% globally)
Phishing and social 24%
engineering attacks 20%
20%

Data From “Marsh-Microsoft Report - The State of Cyber Resilience 2022”
Source: https://www.marsh.com/es/en/services/cyber-risk/insights/the-state-of-cyber-resilience.html
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Data leakage incidents
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Data leakage incidents
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Our solutions
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Curtain e-locker DLP
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Attendance Contract

X UX XXX XS

This contract is being put in place because [Student Name] has sho
consistent attendance record.

The student agrees to focus on improving the following:

1. Attending class every day. In the case of a legitimate absence, such as an illness, the student
will bring a note from the doctor’s office or from a parent/guardian on the next day of
attendance.

2. All missed work due to absences will be remediated within two days.

Violation of the terms presented above will indicate an unexcused absence. Should the student
have more than five (5) unexcused absences during the school year, all credits in the missed
classes will be lost. This may result in the need to repeat one or more classes.

Regular attendance is necessary in order for a student to maintain a passing grade and remain
on track for graduation. The attendance policy is clearly outlined in the student handbook, and
any concerns about that policy should be directed to a school administrator.

Repeated violations of this contract may lead to expulsion of the student at the discretion of the
school administration.

By signing below, the student indicates that they accept responsibility for all consequences of
repeated unexcused absences. Should the student have any difficulty in maintaining a good
attendance record, a counselor may be provided to help determine solutions. The student is
encouraged to discuss with a counselor, parent, or school administrator, any issues causing
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Demo

(Protection for share drives)



L
Secure Self-developed System

Curtain e-locker can be easily integrated with your own systems to secure
the information, no matter it is web-based or legacy rich-client system
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Demo

(Protection for web-based system)



CURTAIN

Secure CCTV Surveillance System

Take Video by
"A‘ Snapshot . Cell Phone
" With Curtain e-locker: ' [

With Curtain e-locker:

= Controlled by user’s REC = On-screen watermark
policy with login user info
= On-screen watermark = Prevent users to
with login user info share CCTV video
with public

o)
& Export f’.] Distribute
© With Curtain e-locker: 0 - 0 With Curtain e-locker:

= Controlled by user’s . . * Controlled by user’s
policy policy

= Can save/export, but " _Caphshare CCTV(SIIi\Id&O
ONLY in Protected Zone In the company
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Demo

(Protection for CCTV system)
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DLP Solutions in the Market

«* Channels / Devices Control
% Rule-base (scanning content)
* File-base Control

¥  Curtain e-locker DLP

www.coworkshop.com
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Channels / Devices Control

»» Too many channels

* Need to implement different solutions
to block different channels

** Lower user productivity

www.coworkshop.com



Rule-base (scanning content)
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Define Patterns of sensitive data,
Discover and Control

Not easy to define the Patterns
Threshold (score to trigger)

Take action

CURTAIN
e-tocker [N

www.coworkshop.com
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File-base Control

s+ Control how users use a file
* More like a DRM, not DLP
»* Document Owner is the King

»* Only support a few applications

www.coworkshop.com
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Curtain e-locker DLP

4

*» No need to scan and discover sensitive
information

°

L)

4

°

» A complete solution

L)

% Easy to implement & use

4

°

»» Able to protect different systems

www.coworkshop.com
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A complete solution

Curtain e-locker is a Data Loss
Prevention (DLP) system that
prevents sensitive information from
leaking out of the company.

Curtain e-locker
iIs a complete solution
to stop
Data Leakage!
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Full screen-watermark OR specific applications

Full Screen-watermark
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Full screen-watermark OR specific applications

Application Screen-watermark

Recycle Bin

Insert Page Layout Formulas
Curtain202:" e~

@urtain

MonGuard =

MoenGuard
Installer

L

MonGuard

SCIEENS

New folder

1:29 pm

£ Type here to search 14/1/2021
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Download Now !

coworkshop.com/MonGuard
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Conclusion

Sensitive information can be leaked
out of the company without your
knowledge. When you know the
leakage, it is already too late.

| I}Iﬂ!ﬁ | Let Curtain e-locker
3.\‘5;3 protect your valuable

information!!!
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Thank You

www.coworkshop.com
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