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Are we going back to Old Normal?

Remote Work

s

Bring Your Own Device (BYOD)
Virtual Private Network (VPN)

Community Service

e

Mobile Device
Mobile Applications

E-Services

Online Enrollment
Digital Payment
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IT Security Concern in Post-pandemic Era
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E-Services

More Sensitive Data to Handle Higher Exposure in the Internet
(including Service Client and e-Payment Information) and the General Public

Remote Work
BYOD
Mobile Applications

Lower Security Level Higher Risk of Data Breach/ Data Loss
for Personal Device/ Home Network for Mobile Applications
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Cyber-attack Trend
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Cyber-attack through
PhIShIng has been increasing

Source &R : HKCERT

Source: Hong Kong Computer Emergency Response Team Coordination Centre (HKCERT) ﬁit
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Phishing is one of the major Cyber-attacks

Malware DDos 7 Y TtPRERARTE I E < 1%
EEWNG Defacement 1535 < 1%

0,
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Others
Hth

Botnet
g

Phishing

45%, 48%

Source ¥E&F : HKCERT

Source: Hong Kong Computer Emergency Response Team Coordination Centre (HKCERT)
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Today’s Sharing
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Today’s Sharing
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IT Security Portal Website

https://itsecurity.hkcss.org.hk
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Version 0.4.8

The contenss of ty  mot be repro
the exgress permission of Informatian Technolozy Resoarce Cente (TTR.C) and of Hong Kong Productiviey
‘Council (HEPC)

IT Security Practice Guide
& Toolkit *i
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IT Security Training Materials




Solution Highlight

o E-Payment e Mobile Device Management
(MDM)

vmware

Workspace ONE

AlipayHk BEAZIE @ missd @ WeChatPay® I:t;avl o
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