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如何建立適合社福機構的網絡安全文化及
提升前線同工的網絡安全意識



Agenda

1. “Humans are the weakest link in security”?

2. Why a good cybersecurity culture is important 
and how to manage rebounds from staff?
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Humans are the weakest link in security?
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陳腔濫調 老生常談



Case study

• In 2007 & 2008, there were nine incidents in which 
personal and medical digital information in sixteen 
thousands HK residents was accidentally lost

• One incident involved a clerical staff member at the 
Prince of Wales Hospital who lost a USB flash drive in a 
taxi

• Easy conclusion that the staff member’s lack of
security awareness was the root cause
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But the true root cause was found by 
asking two questions
1.  What do you do at work?

Ans: Prepared spreadsheets for interhospital, cross-charge 
billing for pathology test (病理檢查) performed at Prince of 
Wales Hospital

2. Why did you copy this information onto a USB drive?
Ans: She didn’t have Excel installed on her computer, so she 
use a USB drive to copy the spreadsheets from other 
colleague
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Root cause

The IT staff didn’t install Excel on her computer.

Resolution
• Don’t just blame the victim
• Did we facilitate them to use IT safely?
• Are we “forcing” them to cross the line?
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Why a good cybersecurity culture 
is important?

• It’s the best ways for an organization to reduce cyber 
risk

• Know the security risk and the process to avoid that risk
• Day-to-day actions that encourage employees to make 

thoughtful decisions that align with security policies
• A culture means top down, cybersecurity never work 

bottom up
https://www.isaca.org/resources/news-and-trends/isaca-now-blog/2020/why-
build-a-cybersecurity-culture
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How to cultivate Cybersecurity culture in 
your organization? Things to consider

• If hacker can get in today, most probably they already 
can hack in months ago, you already lucky to be affected 
today

• Reputation took decades to build, you may not have a 
chance to rebuild it

• Too tight control will only force those smart one to find a 
better way to get around

8



HKBN Information Security practices

• We believe Information Security is guard rail instead of 
gate

• We provide value instead of just
enforcement

• Security is top-down, senior management is the group 
that need to best protection

• Tactically we switch between rigid/flexible, good/bad guy
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Common misconception on Cybersecurity

10
https://orientaldaily.on.cc/cnt/finance/20121210/00202_019.html

My website do not 
contain sensitive 
data

https://orientaldaily.on.cc/cnt/finance/20121210/00202_019.html


Common misconception on Cybersecurity
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快圖美明知存漏洞仍無更新系統 洩62萬客戶資料 遭黑客勒索 (hk01.com)

I have other protection and 
no need to patch

https://www.hk01.com/%E7%A4%BE%E6%9C%83%E6%96%B0%E8%81%9E/836095/%E5%BF%AB%E5%9C%96%E7%BE%8E%E6%98%8E%E7%9F%A5%E5%AD%98%E6%BC%8F%E6%B4%9E%E4%BB%8D%E7%84%A1%E6%9B%B4%E6%96%B0%E7%B3%BB%E7%B5%B1-%E6%B4%A962%E8%90%AC%E5%AE%A2%E6%88%B6%E8%B3%87%E6%96%99-%E9%81%AD%E9%BB%91%E5%AE%A2%E5%8B%92%E7%B4%A2


The End
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