Integrated Cloud Backup
Solution

Stephen Leung
Advisory Systems Engineer, Data Protection Solution

D<A L Technologies


Presenter
Presentation Notes
This presentation provides an overview of the Dell data protection portfolio. Detailed presentation for each of the areas covered in this overview are also available. 
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Dell - Cyber Resilient Multicloud Data Protection

BEST OF BREED

N =
Q=

Choose your own software &
target appliance for best
performance, scale, &
efficiency

Across Multicloud

Fortify with
Modern Security

SW DEFINED

INTEGRATED
SCALE-OUT

Modern all-in-one data Hybrid cloud integrated
protection appliances for a appliances to scale-up or
simplified operational down as the business
experience requires

aWs T. é)S

u g

S =S| Google Cloud vmware Cloud

Protect Enhance

5
3

4 © Copyright 2023 Dell Inc.

AS-A-SERVICE

Data Protection as-a-Service
with flexibility to scale &
consume on demand without
the need for HW & SW
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Data Protection as-a-Service -- Advantage

Tell the Full Story
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Dell’s DP as-a-Service characteristic – 100% SaaS, Simple customer experience and Ransomware protection…..



This is where SaaS-based data protection comes in to relieve customers of those legacy challenges so that they can adapt to modern use cases and workloads.
SaaS-based data protection solutions leverage native cloud infrastructure. And since the infrastructure resides in the cloud, customers can be deployed quickly and easily.
And unlike on-prem solutions, most SaaS-based data protection solutions leverage a single console that makes it really simple to manage workloads and users from a single view.
And lastly, cloud providers adhere to very stringent security standards ensuring cloud security and data privacy.




Dell - APEX Backup Services

Data Protection for the Multi-Cloud Era
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Focus on outcomes,
not infrastructure

All-in-one secure protection
with backup, disaster recovery
and long-term retention

Single console to monitor and
manage all cloud workloads

100% SaaS-based,
no infrastructure to manage

Rapid time-to-value,
deploys in minutes

Unlimited, on-demand scaling
protects growing data volumes
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So now I’d like to introduce you to Dell APEX Backup Services. It’s simple, it’s agile and it gives you, the user, full control. With an aaS model, it’s all about outcomes as you’ll see on the right hand side:

Dell APEX Backup Services delivers end-to-end secure protection with backup, disaster recovery and long-term retention. 
There’s an intuitive console – that single pane of glass – that provides centralized visibility and management across all of your workloads and users. 
And because it’s 100% cloud-based there’s no infrastructure to manage – you don’t have to worry about installing and configuring the hardware, power and cooling – it’s all about a simple user experience for you. 
You also benefit from rapid time to value – it’s so easy to set up that you can have a backup policy set up within minutes. Compared to other solutions that are on-premises, this takes a fraction of the time. 
And it’s scalable - unlimited, on-demand scaling ensures that your growing data volumes are always protected. 

On the very top, you’ll see the different offers and use cases that are supported as part of Dell APEX Backup Services. 

There’s unified data protection and governance for SaaS apps that include Microsoft 365, Salesforce and Google Workspace. So in these instances, there is guaranteed point in time recovery and files are indefinitely.
Dell APEX Backup Services also provides secure protection of endpoint devices (desktop/laptops, cell phones and smart devices). This includes the ability to remotely manage backups, self-service restore options, re-imaging device content within minutes, and geo-tracking in cases of loss or theft.
And then lastly there is automated disaster recovery and long-term retention for data residing in databases, file servers, VMs (VMware and Hyper-V) and network attached storage/NAS. 

And because this is a cloud-based solution within the Dell APEXportfolio, you will never have to worry about the downtime required to perform updates as these are pushed out automatically and non-disruptively. 




Dell APEX Backup Services — use cases
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Now you are seeing the different offers and use cases that are supported as part of Dell APEX Backup Services. 
There’s unified data protection and governance for SaaS apps that include Microsoft 365(Exchange Online, SharePoint Online, One Drive and Teams) Salesforce and Google Workspace (Gmail and Drive).
Secure protection of endpoint devices. So that would be desktop/laptops, cell phones and smart devices (locate your laptop, remote wipe and other great features)
And automated disaster recovery and long-term retention for data residing in databases(SQL, Oracle and SAP HANA), file servers(Linux and Windows), VMs (VMware (VMC) and Hyper-V) and network attached storage/NAS (NFS and CIFS/SMB)


Use case I - M365
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The Shared Responsibility Model for Microsoft 365
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https://content.druva.com/c/eb-comprehensive-office-365-backup?x=vOF_MU&lb-mode=overlay

M365 Data Protection Gaps
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Data Protection for Microsoft 365
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There are various applications supported by Dell APEX Backup Services for SaaS Apps  – starting with one of the most widely used SaaS applications – Microsoft 365.  M365 supported applications include Exchange Online, SharePoint Online, OneDrive for Business and Teams. You have a single dashboard that gives you a complete view of the protected applications.  This makes it easy to not only protect your applications but also have the insight you need to ensure your data is protected.

Exchange Online: If users delete an email admins have 28 days to recover the files - then they are purged from the recycle bin and cannot be restored to a point in time. 
SharePoint Online: Items from a document library or list that are deleted will be totally purged from the Recycle Bin after 93 days. Restoring to its original location is only possible if the item’s parent was not deleted. 
OneDrive for Business: This also follows the 93 day purge rule.  However misconfiguration of end user devices can cause data to be overwritten, and files are be unrecoverable. 
Teams:  Message & file data, channels and teams data are recoverable for 30 days.  However, the process is  tedious and manual.  

What does this mean? Well, Microsoft’s shared responsibility model states that “You own your data” -- meaning you’re responsible, for the backup, recovery, retention, security, and regulation of this data. 

Here’s how Dell APEX Backup Services can help: 
Guaranteed point in time recovery, so you don’t have to work at restoring emails to their original location 
Flexible recovery options: “in place” or “as a copy,” or “outside” M365 using bulk, flexible, and granular options as needed 
Files are kept indefinitely -- no need to worry about purge timeframes
Complete visibility across all Microsoft 365 apps from a single dashboard

Here are a few other highlights: 
Dell APEX Backup Services includes the ability to administer and streamline legal hold across the data ecosystem with robust eDiscovery integration, reducing time to insights and accelerating eDiscovery processes. You can search files easily across all workloads (not just the data on Microsoft 365), reducing data collection times and enabling faster download times in multiple file formats to place files on legal hold as needed. 
Automated compliance includes proactive monitoring with pre-built compliance templates for key regulations SOC2, HIPA, FedRAMP, ISO, SkyHigh, TRUSTe, and FIPS, or the option to build your own templates to meet your unique needs. You will also receive alerts of compliance risk and can respond to these violation alerts immediately from a single dashboard. 
With Federated Search across datasets, administrators can quickly find end-user files and emails that have been backed up. This feature uses the metadata attributes of files and emails across all end users, devices, and storage locations to deliver fast and accurate search results for investigation, governance, and compliance. 
Last, with alerts and reporting, you can pull reports from this dashboard that contain a summary of events and activities that have occurred during a specific period - providing you the granular detail you need to turn insights into action.

Protect all of your Microsoft apps from a single console and simplify your end user experience with Dell APEX Backup Services for SaaS Apps





Use case II— Endpomt
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Problems of Protecting Sensitive Corporate Data

» Underestimating risk of Employee departures

» Overlooking data protection practices for remote workforce
 Risk of DIY backups

» Using “cloud-syncing service” as the “only backup”

 Legacy server solution work for endpoint backup
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Let’s move on now to endpoint devices -- such as desktops, laptops, cell phones and smart devices. Endpoint devices drive vulnerabilities in your enterprise because these devices contain business-critical data.  So, overcoming data loss risk associated with device loss, theft, damage, or corruption is imperative. 
 
This is where Dell APEX Backup Services for Endpoints helps simplify the recovery of data that was residing on a lost or stolen device by ensuring that data is never totally lost with a reliable backup that allows you to quickly recover from all types of data loss. IT admins can remotely manage backups to the cloud and restore from an online management console.  Self-service restores are possible via a web interface and from mobile device apps – including iOS and Android
 
In addition, Dell APEX Backup Services makes it easy to refresh devices and simplify OS migrations by easily migrating end-user data and settings without interrupting business productivity.  You can re-image device content to a new or the original device in minutes, minimizing end user disruption and productivity impacts. 
 
Remember: SaaS ‘Sync and share’ services, such as Microsoft OneDrive or Google Drive, cannot be considered a true endpoint backup solution. This is due to the SaaS shared responsibility model, whereby SaaS vendors like Microsoft tell you that only you are responsible for your data and endpoints.  You need a reliable solution such as Dell APEX Backup Services to ensure your endpoint data is always available and always protected. 


O
Data Loss Prevention (DLP)

Contain data leaks and compliance exposure from lost or stolen devices

* Global visibility for devices, risks
and actions

* Remote-wipe, encryption or auto-delete

+ Global geo-tracking
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In the event that a device is lost or stolen, and is no longer in corporate control, APEX Backup Services for Endpoints can help you contain those data leaks and reduce potential compliance violation related to sensitive data that may have resided on that device. With global and centralized visibility, you can reduce risks of data getting into the wrong hands and take necessary action.  In addition, we provide remote-wipe encryption or auto-delete of the device and IT can geo-track missing devices using a visual tracker, providing global visibility for devices, risks and actions, 
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Here I want to dig a little deeper into the console – that single pane of glass.

With Dell APEX Backup Services you are no longer responsible for the complex tasks required for the deployment and management of on-premises backup software and hardware. 
 
Instead, a centralized dashboard provides insight into the status of backup jobs and the cloud infrastructure performing these backups – including cloud regions in use and the capacity of your cloud storage.  
 
This single console is where you can launch all of the features of Dell APEX Backup Services. Whether you’re protecting SaaS applications, endpoints, or hybrid workloads (or a combination of the three) you have the complete visibility and control you need to manage your data protection.
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APEX Backup Services for Endpoints provides flexible and granular restore options so that data can be quickly recovered in any loss scenarios. Whether it’s
Loss, theft or corruption of a device
An accidental deletion of a file
Malicious tampering
Data corruption
Restore is possible at the file level or a bulk restore, such as recovery from a ransomware attack.
For example, if a user just loses one file, it is very simple and fast for them to self-serve to recover that from an earlier point in time, no need to contact IT.  But if an executive entire device is lost, IT can bulk-recover all device contents from an earlier snapshot, in matter of minutes, 
And you can recover data in place or to an alternate location if needed.  You can recover a departing employee’s entire laptop or select files to an alternate laptop, when needed. 

Finally, because your backup data is in APEX Backup Services cloud, all these recoveries can be undertaken from any location. No need to come on site to look for data or create long IT tickets. 




Protect your data with confidence
Dell APEX Backup Services
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We’ve gone through a lot -- we covered how Dell APEX Backup Services addresses the need for a SaaS-based backup solution, the specifics of what customers are looking for when it comes to protecting each of these workloads, and how Dell APEX Backup Services addresses those needs. 

With Dell APEX Backup Services you get a single solution that enables you to protect workloads and users from the edge, core, and cloud - all from a single console and all delivered to you by Dell
It’s 100% SaaS-based: there’s no hardware or software to deploy or manage, simplifying your day-to-day and allowing you to focus on higher-value activities   
You can deploy it within minutes, from anywhere, to improve business resiliency and continuity 
You get a consistent, simplified experience for you and your team, as well as your end users. This helps to cut management time and IT help tickets 
You also have complete visibility into backup policies and tasks, giving you total control of your global data protection infrastructure 
And this solution is secure and scalable. You now have the agility to respond to key initiatives, expansion, and data growth with immediate access to on-demand capacity and storage


Focus on outcomes, not infrastructure
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Focus on outcomes, not infrastructure – with the simplicity, agility, and control of Dell APEX Backup Services.

Visit Dell.com/APEX-Backup for more information.
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